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	Risk Factor
	High
	
	Moderate
	
	Low
	

	1. Account Opening
	Online, not a physical presence.

	
	
	
	In-person
	

	2. Citizenship
	Non-Resident Alien
	
	Resident Alien
	
	US Citizen

	

	3. Home/Work location

	Member lives, works, or conducts routine business over 50 miles away from a branch location. HIDTA, HIFCA
	
	Member lives, works, or conducts routine business within a 50-mile radius of a branch.
	
	Member lives, works, or conducts routine business within a 20-mile radius of a branch.
	

	4. Occupation
	Significant cash activity, less predictable transaction patterns, international exposure, high likelihood of third-party funds, and known AML typologies.  For example:
· Convenience store operators
· Bars and liquor stores
· Vending machine operators
· Check cashers
· Laundromat owners
· Parking garage operators
· ATM operators
· Money service businesses
· Currency exchangers
· Cryptocurrency traders
· Politically exposed persons (PEPs)
· Senior foreign government officials
· Immediate family of PEPs
· Import/export agents
· Pawn shop operators
· Gem/Coin Dealers
· CRB

	
	Self-employed or commission-based, some cash or variable income, local operating footprint.  For example:
· Real Estate Agents
· Insurance Agents
· Independent Consultants
· Freelancers
· Non-cash-intensive small business owners
· Contractors (non-cash dominant)
· Sales professionals, commission-based
· Independent contractors paid in cash
· Restaurant managers
· Property Managers collecting rents
· Transportation contractors
	
	Predictable stable income, payroll, or stable compensation, minimal cash activity, and no inherent AML typologies.  For example:
· Salaried Office
· Teachers and professors
· Non-political government
· Healthcare
· Engineers, IT
· Retired – pension recipients
· Students
· Manufacturing/Factory
· Utility
· Students

	

	5. Employer Location
	· Outside of the US
· Unknown
	
	· Out of the credit union’s field of membership
	
	· Within the credit union’s field of membership

	

	6. Opening Deposit Source
	Consider what is less typical for new accounts: the size or structure of deposit(s) requires explanation, a mixture of cash and funding sources, or some type of third-party involvement.
· Wire transfer
· Travelers checks
· Private money order
· Cash <$10K 
· Multiple instruments (cash, checks, wires combined)
· Third-party checks not clearly related to the member

	
	All the “moderate” opening deposits are still reasonable, given the members’ background and have a traceable funding source.  They are also consistent with the stated account purpose.
· Large personal check or wire from a US bank/credit union
· Proceeds from a home sale, insurance settlement, inheritance, investment liquidation, etc.
· Postal money order
· Cash $5K and ≥ $10K

	
	Modest dollar amounts, consistent with stated occupation, funded through traceable, transparent methods, and typical for the account type.  Usually, the source of funds is easily understood, and the deposit aligns with the member’s profile.
· US Treasury check
· Personal check
· Cash ≥ $5K
· Payroll or pension check
· Transfer from another financial institution
· Cash deposit consistent with occupation and income

	

	7. Services (check the highest risk level based on products/services being utilized.  For example, if any services in the high-risk category are selected, this would be a high risk rating.)
	· International wires
· International ACH
· Bulk cash handling
· Frequent purchase of official checks and other negotiable instruments
· Private banking
· Cash-intensive activities
	
	· Share or basic checking accounts with online/mobile banking, ACH domestic transactions, and bill payment.
· Remote Deposit Capture
· Overdraft protection
· US wires or currency exchange

	
	· Share or basic checking accounts: checks, debit cards.
· Auto or installment loans
· Mortgages
· Share certificates/term deposits
· Payroll direct deposit or receipt of ACHs
· Currency deposits/
withdrawals
· Safe deposit box
	

	8. What is the primary purpose of the Account?
	· Vague or unclear explanation
· Purpose inconsistent with services selected
· Reluctance to explain intended use
	
	· Mixed personal and business use
· Multiple stated purposes
	
	· Personal savings, household expenses, payroll deposit
· Clearly stated, common use
	

	9. How often do you expect to use the account? (Use the enhanced due diligence checklist for specific amounts to consider.)
	· Very high volume without a clear explanation
· Anticipated activity that exceeds stated income 
	
	· Higher transaction volume
· Irregular activity patterns
	
	· Routine payments, deposits, transfers
· Frequency aligns with occupation or business type

	

	10. CONSISTENCY CHECK: Use this as a tie-breaker for any on-the-fence ratings. 
Does the member’s profile make sense given the products and services requested?  
	· Clear inconsistencies (for example, modest income with high-risk activities)
· Services selected exceed stated needs
	
	· Some mismatch that can reasonably be explained
	
	· Profile, occupation, deposits, and services align
	

	
Overall Risk (circle one)                  HIGH                                                          MODERATE                                                        LOW


	Risk scoring should be based on the majority of questions answered as high, moderate, or low.  If there is a tie, use question number 10 to determine between two risk categories.

Risk scoring can also be completed by assigning a numerical value to Low=1, Moderate=2, High=3.  The lowest possible score for a member would be 10, with the highest being 30 (all high).  Therefore, credit unions can use this model to determine risk:

Total Score Range         Overall Risk
10-16                               Low
17-23                              Moderate
24-30                             High

Grading and risk scoring are at the discretion of the credit union; these are just samples for consideration.




